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Designing an effective identification

By PauL BENNE, SENIOR ASSOCIATE/SECURITY DISCIPLINE The following are some recommendations for de-
LEADER, Syska HENNESSY GrOUP signing a credentialing and access control card program
= e that is both functional and secure:
Access Control Card Tips
Identification credentials (ID’s) are used everywhere, ID cards and access control cards should be kept
hanging from people’s belts, on lanyards around necks, separate.
and in wallets. If an ID card must be used as an access control card,
Their most common use has been identifying people, it should be used in conjunction with a biometric devise
but with the demand for increased security and with (i.e. fingerprint scanner, hand geometry, etc.) on the
the many supplemental technologies available today —  exterior of the building and internal high security
€.g., access control, time and areas.
attendance, computer access, T 2 Access control cards should contain limited
purchasing programs, etc. — ID ID cards and information such as name, photo, and a non-
Cards are becoming a multi- access control descript identifier (i.e.: color codes, numbers, or
functional necessity. symbols to indicate an authorized point of entry,
ID cards are now com- cards should be authorized destination, or authorized entry
monly used to enable access to kept separate. ff time). Access control cards should never con-
buildings and other restricted tain the company name, logo, building name,
areas by means of interfacing an ID card must address or other identifying indicia.
with electronic access control be used as an ac- Access control systems should be pro-
systems. cess control card grammed to “Use-it-or-loose-it”. This feature
This practice, intended to . : allows an access card to be automatically
increase security is unfortu- it should be used in  geactivated if not used within a predetermined

nately, in many cases, leaving con ju nction with a number of days.

businesses exposed to unnec- . . . 7 Every time the card is used the day count is

essary risk. biometric device. reset.Card holders should be trained to display
Using ID cards as the their access card to front desk personnel in

primary means to identify and addition to presenting the card to the access

authorize access to a facility would be the equivalent of control devise.

putting a home address on house keys, or a PIN number ID Card Tips:

on the ATM card. If lost, the card can easily used by + ID cards should identify the card holder by photo,
someone with less then desirable intentions. name, rank, title, and work location(s).

credential system

« [D cards should be designed to offer single glance
identification markers; such as color photo back drops
that can identify card holder types, or numeric or sym-
bolic indicia
that identi-
fies areas of
authorized
presents.

Company
policy should
support the
wearing and
display of ID
Cards from
all employees
and visitors.

* ID cards
should be
reissued
every 12-18
months with
an updated
photo, and
card holder information.

+ ID cards should have a unique numerical or alpha-
numerical identifier.

+ 1D cards should never contain personal informa-
tion such as Social Security Numbers.

By following the above recommendations and regu-
larly evaluating the credentialing and access control
program, an organization can ensure that it does not
open itself up to unnecessary risk. ®
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